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1
Decision/action requested

In this box give a very clear / short /concise statement of what is wanted.
2
References

3
Rationale

This contribution proposes to resolve the following EN under solution #12:

Editor’s note: how the solution manages the scenario where NF is shared to serve multiple slices is ffs. 
This is a valid and common scenario that has been added in the introduction of the solution. The resolution is implicitly tackled in the third assumption of the solution, i.e., trust has been pre-established between operator RA/CA and 3rd party CA. The implementation of that trust (e.g., via cross-certification, exchanging of public root CA certs as trust anchors, etc.) is left to implementation. That means, a NF hosted in operator network, serving multiple slices will be typically managed by operator CA, but trusted in other 3rd party CAs owned by slice service consumers. This contribution provides an explanation in a NOTE after the assumption. 
Finally, the contribution proposes the evaluation of the solution as well, considering the feedback received in SA3#108Adhoc-e meeting, and the considerations explained above.  

4
Detailed proposal

************ START OF CHANGES ************

6.12.1
Introduction

The solution addresses key issue #9. The solution presents a proposal to enable the automated certificate management for network slices, taking into consideration that certificates might belong to different domains, e.g., in deployments where different 3rd party slices may co-exist and interoperate. 

Different domains may require different configurations with respect to certificate management, moreover when those domains belong to 3rd parties. To allow for 3rd party slice tenants / slice service consumers (e.g., verticals) to configure the usage of their own CA for the network slices they own, interfaces need to be provided in order to manage the required configurations. 

This solution proposes a new function referred to as Network Slice Certificate Orchestration Function (NSCOF) for providing those interfaces between different domains, including authorized 3rd parties, who can own one or more network slices. NSCOF function may enable automated certificate management procedures by orchestrating the communication in the interfaces between the different CAs and sub-CAs of the referred slicing domains, as well as between network slice orchestrator and CAs, in the following scenarios (among others):

· Slice service consumer specific root CA for all network slices owned and administrated by that slice service consumer. This specific root CA will be used in the certificate management procedures for all network functions of all network slices owned by the slice service consumer. Interactions with operator 5G Core 
·  functions may require cross certification schemas between operator CA and slice service consumer CA, or alternatively an initial (manual) out-of-band exchange of public root CA certificates.

· Network slice specific root CA, used by all network functions for that specific network slice, owned and administrated by the slice service consumer. The slice service consumer may have other network slices using the operator CA. 

· Slice service consumer specific sub-CA, signed by the operator root CA (or intermediate CA), used for all network slices owned by that slice service consumer. The administration of the slice service consumer specific sub-CA can be done by the operator, the slice service consumer (3rd party) or shared among both entities. 

· Network slice specific sub-CA, signed by the operator root CA, used for all network functions of that particular slice. The administration of the slice service consumer specific sub-CA can be done by the operator, the slice service consumer (3rd party) or shared among both entities.
· Network Functions (e.g., AMF) can be shared from the operator host network to serve multiple slices, which can be managed by 3rd party CAs owned by the slice service consumers. Thus, trust needs to be pre-established between operator CA and eventually involved 3rd party CAs. 

6.12.2
Solution details

The figure 6.12.2-1 illustrates an example of orchestration tasks provided by the NSCOF function to enable automated certificate management for Slices, when 3rd parties (administrators and CAs) are involved. 
The pre-requisites for this solution proposal are:

· Secure mutual TLS connection is established between the 3rd party certificate administrator and NSCOF function. 

· NSCOF has a pre-established trust relationship with Operator’s RA/CA

· Operator’s RA/CA has a pre-established trust relationship with 3rd Party CA

NOTE: How the NSCOF has built a trust relationship with Operator’s RA/CA, and how the operator’s RA/CA has built a trust relationship with 3rd Party CA, are aspects left to implementation (e.g., cross certification, exchanging of public root CA certs as trust anchors, etc.). The latter assumption enables the certificates of NFs to be used in both environments, host operator network and slice service consumer network, since the trust has been pre-established.  
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Figure 6.12.2-1: Example of certificate management procedure orchestrated by NSCOF

1) 3rd Party Certificate Admin provides slice-specific root-CA OR sub-CA configurations to NSCOF.

For each NF allocated to applicable slice:

2a) (Optional) In some implementations, after having verified a successful deployment of NFs associated with specific NSSAIs, the Network Slice Orchestrator may request NSCOF for certificates for every of those NFs belonging to specific slices. 

2b) (Optional) In some implementations, if NSCOF can identify the NFs associated with the NSSAIs from the information provided by 3rd party certificate administrator, NSCOF may send the Certificate Signing Request to Operator’s CA on behalf of the NFs. 

3) NSCOF provides the operator RA/CA with the information related to the (sub-) CA, and if applicable 3rd party CA, configurations according to the NSSAI to which each NF is associated.

4) Operator’s RA/CA executes the certificate signing procedures with the corresponding (sub-) CAs (in the diagram a 3rd party CA is represented as example) as per received configurations.

5) Operator’s RA/CA provides the signed NF certificate to NSCOF

6a) (Optional) In implementations where Step 2a) is used as trigger for NF certificate signing, a response is sent to Network Slice Orchestrator, which takes care of provisioning the signed certificate to the respective NF.

6b) (Optional) In some implementations, NSCOF may provision the signed certificate to the respective NFs.

NOTE:
In some implementations, NSCOF can be an integral part of Network Slice Orchestrator.  

6.12.3
Evaluation

The solution introduces a new logical function referred to as Network Slice Certificate Orchestration Function (NSCOF) to to enable automated certificate management for Slices, specially when 3rd parties (administrators and CAs) are involved. 
The solution addresses the requirement for the automated certificate management framework to manage certificates belonging to different domains (including authorized 3rd parties) by orchestrating the communication in the interfaces between the different entities (e.g., Management functions, operator RA/CA, slice service consumer CA) involved in Network Slicing certificate management. 
The impact of the solution is:
· The introduction of a new functionality part of the Slicing orchestration framework named as Network Slice Certificate Orchestration Function (NSCOF)
Observations:

· 
· If step 2) (Optional) is performed, the generation of the CSR in NSCOF on behalf of the NF may represent a security risk, as the key pair (private/public) is generated in the NSCOF. 
· When the administration of the sub-CA and/or root CAs need to be shared, security aspects related to multi-tenancy need to be considered. 
· In network slices specific sub-CAs share a common root CA, there is a potential security issue of “over trust”, since any certificate issued by those sub-CAs can chain back to the root CA and pass the authentication.
Editor's Note:
The feasibility analysis of the scenario related to network slice specific sub-CA / root CA considering dynamic nature of slices is for further study.

************ END OF CHANGES ******************
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